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(54) Qfsno««] flr^B«*tt»«sntt* 9*-^--7-^©«jnxt«fcta*tt, Rtfsa»«t# 



(57) ^ 

<gfa 7 > ¥J±tmm -ess* $ ftfcfiut k 5 ®* ^ a » 




J 

Six, WE— W±wfto>'<y^j*»*±teo*iX'l:ixo« 

six* r t «t -r s« 

^icfci *x , mjfer >>$ -s < y ^rt^ttiWEr 
tto-tn^ixoflr*^ t s ixs r 4 t 

[B*S3 ] fH#JS 1 Ett^E^^A-A^KS-f-tc 

mE^*/kA*«»*fc«-fa*^ yj*\L fUffiiS^ 
Six*:— ^< 3/ y^-ric^WE^^^yuA^W 
»o*ix?ix(0«»rt»t^«HatJia+5to-cfc 

^*-«#jat»t«BB'-^itblx, fl(rE-«±wteo/<y . 
^•*»tt«TE«l^)*ix-Plxofflt»dt» 4 «BB<5tt <bix£ 

[»#qU ] m*« i 7}M 3 <ov^i"ix^lcE«o*S 

-«±Oia*D<D»«$Jx^^^*»fi-J-6^^y^ 

iWE^^^/i^A^w^rto— a±^>ii*D^aiw$ixfcffi 

auier ^ ^^o-t-ix^ixwig^DoistR £ ixfc 
/•^i*, ^ix^ixwiiaDoa^six^fifcittc^/c-rs 
«rET>*-«»«»-e«3isix, iWE-«±tf>*6*v< 
y^rt»«teo*n^ixoff#«»-e« f a*ixSwi:*' 

5^^— *a:icRie)ix^««fiii»t*L, in 



(2) ^2 0 0 0- 2 9 9 7 7 9 

2 

[»#JS6] M#Jgi 75M4<0i^-fixMcE*O*ffi 
Hie, «rE^3/f-fifc»offi^, *Jh,*7uB»«$jh,fc'< 

[1H#JS 7 ] l 7!?M 4 Oi^-f ix;WcE«c<0*fe 

aitRSixfc^^^tr^*— «#fit»3&s, 

[W**8 ] 1 75S4O^i*ixa»KEtt0>*ffi 

[B*« 9 ] co^-f ix*»«cE«lo*jSfe 

ttE^tx^-tt, WEf^^kAAW-^KJ: 9^£ix£5t 

[W#Jf i 0] fS»«»d>e>aS7 f ^^/uA*ft»tr 
WE^^^/uA*(t*rto3B«Sixfc— 

!fflE»« $ ixtfl — <Ds< y^~(D%-y< y Tt&to&ffl&F&f 

Six, tnE— ^±^f&^< ^ ^^*ifdl<0^ix^ixco{t 
T-^S S ix 5 ^ t *: 4»» t -T 5 ft ^-^S^ So 

coo^/^^Ti^b, il^Six^c— h/<y^ &&mTZ> 
^E^^^^A^«#rto»«Sixfc-offiBlc*ffSi- 
SdEiStR S ixfc - tfv < ^ f- ^» ^ ffirE-r 

/uA*«*o*ix-t-ixo«»rii»-e«fa-r5»at 
itjEr >^ -y< y f-«»iiiwrEr >*-«*rt»-e»a 

50 Six, SflE-^±OtocO/< y ^fig^fiffeO-eix^ixofi 



-2- 



3 

[0 0 0 1] 

-a, tt—f—r-ftLXtobtiZ^ §£*ift 

[0002] 

± T^fiSH CO [£ ^g: f 6 ft d°p Si® tt 5 fc. 

[0 0 0 3] fisf/ismi&iOZtlbtoW&te* DB{fe(Clip 

BfrSrfcttiU * <£> jE ^5t^"T 5 w <fc £gtr £ $US& to 
^— Id* oXfo&,<Dmxi>hZ> 0 
[0 0 0 4] inbOMCfit, «a»*«i^^— 

5 CO ic /B ^ ib Jx fc *f' < -< * O IE ft: *r M IS T*# 5 ® & CO J; 
9ft««&«iotif«, lfciMiiRJ|*t*1fc(cS«>i&tf35rS 

[0 0 0 5] 

oyt'^ ewe, niR. y>*\ Hsflsam, 
<D*4 7<D7 4Ji'? y ^?®m<d£ o tem&t&m&vmz 

[0006] &mx*m* 4 yiomi&tem^ttLxm 
e^^yufflwcatttfaiirffi^tp. Sr^co^^cos 

[0 0 0 7 ] St i r Ma r k tWt>tl&* ffiU 



(3) «2 0 0 0- 2 9 9 7 7.9 

4 

mm.&ffiizmi-z>wffi<Dy-ji'it^ p e t i t c o i a 

s ftllF, "Attacks on Copyright 

Marking Systems", Second 
workshop on information h 
iding, Lecture Notes inCo 
mputer Science' CDl 5 2 5§, 199 
S^4M t 2 1 8 - 2 3 8H«dEJS*ixTU^5. :(DS 
t i rMa r k7-/^fiEffltW, SKSff^»« 

b;h/C^fc^:: t&7F&niz 0 &oti><D 

[0 0 0 8] ifrHftcofi, JCttHOiBifcteastlfjzj:* 
■ (c g 31 fc ft ^ttSHtBlff « ^-ii^iAtf ^ £ # T * £ fg$g 

'S-aatST*fc6o rcos5*r% ®ffetea^, t^ttsBf 

ft v * u-<yu^ xmt £ -fr r L * 3 ft <b tf , -t CO aU9rAB 
[0 0 0 9] aMS3H0>BWtt, Hffe^J:5ft«fll*f«* 

[0 0 10] 

¥i%s<y^tt l o<D7^-/^f^i: i m±<d{&<D- 
30 1 ocoeSco^^y ^(1*5(^5 

X<Ds<y^f&ft<D¥-&}mtemOXhZ>, &&<D0¥-i%s< 

OOT ^^7— (aSU) t6;t, -^coil 
« $ ixfc ^< y t-co#/n- ^ ^»$r -t ^ /uA^m# 
co-^ix^ixcoff^^T-^SL, *:<r>T is 
. ^li^rcorv^— «*a»-e«!a*ix, -^co i j^Jbcoftii 
co/v^ ?-j«»iitto-tix--t # Jxo« *j*£-e»»$*L5 0 
[0 0 11] ro^^^yuA*fS**aS«tt, ^>-t° 

[0 0 12] xC/^/Wf^-icJ: n^ig $^5(u^ T ^ 
[0 0 13] ^%P^ia, Bi»*31^<o«;fflicj:9*:#ft 

[0014] ±i$L7"iJ: ftfBfeOf 

50 *8/<y^»-ete3ai-6 - kxm'rrZtlZo y<y^<om 



s 

/isW$L<Dmm (tVtyUor t^ft-xL/A^h) IC 
-Si-Si ?i:7 u>is$tiZ>. y<y^- (co«») " 

[0-0 15] AIftfe^77^ ***ftf"e4< g£&@Hfe 

A4f^®^cisg$n^#^^/J^o¥^^ o ^^{c^-r6^ ' 20 
^t^< v t<Dm& fi, io^je9fefr»oiiiifto/haF<c 

ttgft) Clot, .^*A'{§-5§-tf>*gli x ^Klj 

[ 0 0 1 .6 ] t -e^^iSHJSWco^^ <C4*»tt, 50 

[0017] 

[*w<anii67fcte] a : «« 

1. W-S-teafrS; Bite, Wfl^fiiS^ST^/ufll 

5 ttflMR *OJ:5fc«fti&*;h,fcWfR*« 40 

*>8S£\ «B#ftW<o#J£o=» comBfrSrgRjSiJ-rs. 
tt" li, aK(R«»»*©EPSiJ=^-feW5fci(>ic«i3 
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[0018] ^t^t/i 0 1 Tli, a&±3tti£#j#Hk 
»**S^b»b^^SI(HSLSB:o^--'5r>'^ii, igft& 

- tr s 7s £ ±j& £ 5 -c fe 5 5 3 £ m E -f 5 n £ I i * *T 
[0 0 19] ^ry/lO 2T'(i. Hft©0¥JS^yf- 

low^yffrtsLtaRta. ftmnmrnx- 

[0 0 2 0] 2A-2DI1 4o^0?^<7^O» 

(a r- *> -s o m& frtt n tz m « t (t it * t t *is ici- 

iT-SU<^4oO0 2p^^3/^^?Kfi£$ix5 0 
*-t*3»tSI*lB*rf*ttfc««fi, - 1 O«»o^^ 
^c^^r^ LTP5 D €-^^^^(C^o(t5IS^^r{-ttt4^^ 

^y^-J*»0*j J: 9 if*»3&s+ 1 cOM^rl^-ib, ^^^^ 
6c Bait. 

* fc -JB t>* o * t b ix T ft ft b 5 o 
[0 0 2 1 ] 1 o<£>fi)c#dS, "7>^) 

(c^^^n, (*««-ftteic:*3*t-5«FEw 
^-fr^oicffl^bixoo lft0^<t(ll^^fB5mtci->5/cft 

45, 4 X4(D/^Tfix^7U^ 
[0 0 2 2] SU\ H 1 «r»S»tr, ^7^10 3T* 
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[0 0 2 3] 0 4T*fi, <<yf-*rf*tf, gt^ 

.[ 0 0 2 4 ] fftflMMMWS— «fc 9 ^v^n-^^Jco^t^ 
^7Lt^S^ftii)5. fcU ^TLTi^itix 

[0 0 2 5] 2. «*£>*I4>&^ *«WJwJ:ixff, A 

Apply Watermark (I, K) { 
TnUTtNG(K); 
(W.IT) = GetSize(l), 
do L times { 



8 



JO 



[0 0 2 6 ] a. ^-i?-7-^W 
[0 0 2 7] 



//■ 4L&« Alt i*a*iYfc, 

P = SelectPalch ( tfJVG ( 0, AM) ); 

do Jtf times { //^/Vvf £MS J^, £L 5 « 3 

( aei.jj ) - ( iWG ( 0, B-l ), RNG ( 0, 5-1 ) ); 
(x*. ^ ) = ( RNG ( 0, B-l ), JtiVG ( 0, £-1 ) ); 

• n- <kV 'V-'yJ-fic'fr fig £Lr 

< xS, y3 ) « ( .RiVG ( 0, JV-1 ), 7£7VG ( 0, ) 

AddPatch ( I. P t x3, y3, G ); /; / s ° f- ^ # Q - 



[0 0 2 8] * ?yj*<n— g|5T*(i, Apply 

Watermark CD/U— ^ >-fc£ % "T v^/Mt-§- I IC, 
B x BcoiM XcoLficoo^^<^^^r<^D*r<b 0 7 7 
>^^>3>RNG (a, z) fi N a^bzOffifflrt-CSL . 
KSrigrSLRaS&ST-fcfJ, I n i t.RNG^-f> 40 

S 0 77 >^ .> 3 >G e t S i z eli x T^v^yMf I 

•/a^SelectPatchll 0 y ^Nffltf) 

[0 0 2 9] JLfS^yc ?7M<D— mZTfiZtiZ i p 



[0 0 3 0] /<^«5KJH««»«r»fc<tv^i: 
[0 0 3 1] ^7f^0t6(:LTt>, 7fc<oiiitfc<os 
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' (6) 

9 

[0032] AddPa tc h^-fyfi, W&Atf 
(x3, y3) IC^y^P«rf+*ir«fc«>l-»fflSjX 

b. /^;f^iD 

7>#-jl-S§-j£#2 1 "fcJiytJSixTTRS^ri^, wCO 
ttyiJicjiixtf, 1 1 (4<f-§-/£#2 1 ■ 

L> 2 2 2fc»jSM-5. fifi^2 

9 14, i o*s;©»i:i?]snfc#o^yf i o 

«*.tf, *D*fcJ:91***ixTia^o 
[0 0 3 3] /^f^0t^)7T77 P l 0 4^S^ 

[0 0 3 4 ] 
[R2] 

AdcLPatch iLP^x.y.G) { 
for i = 1 to J3 
for j = 1 to B 

T<**J.yH) = /(artj.j^i) -*■ G*P(j> O; 

) 

[0 0 3 5 ] ICO/d sfyj^cn— A d d P a t 
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Six. :o^iJ# (</-f>0 {S^-Gii, ttmZthZ>'*v<3- 

^s/^PHjE^rJBT-fc^fcOtl: £ix5 e ^ 

[0 0 3 6] £«-C«>9sSStMlH*Lltixtf, 1*61 
I K)*IM»O^JC#ffii-6ffi« (x + j, y + i ) |C*5 

«t|i*ixSj^K(4<ft\ ^5H$£#jT? 
ji, f§^ IKJ: «9S£ix5iM*<7>-+feti\ ±IB^— ^> 

^^^uyy«JPIf5c #'J;Lli\ -T^MM- 1 G>« 
^•fiSt^^o^ib 2 5 5<0^t^ y * ^y^t) 

ffll4w^u>-^{cffiiJPfiSix5>-<$T-fe6o 
3. S&i£*ixfcti»«<&&fcfc} 
a. ^ — ^ — ^Oj&tiJ 

con^^ij i o 0*4, VXTV)?*?? J*<o— g&lw^SixT 
z<d7u y?2±<o— tp»4, ±ti^u/c^^— 

[0 0 3 7 ] 
[ft 3] 
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MeasureWatermarh (J, W t FI, K) { 

JrtiiRNG {K)\ W iCtfc* *t%* 

C = 0; // *S M ill 5: 4* tn 1 b 

do L times { //. L f§ *) << v «9 *B f^Ui 

P = SelectPatch (RNG ( 0, 7V-1) ) 

.do Af times ( // M M (E! ^JL^ J 

( xi, ;yi ) = ( KJVG ( 0, B-l ), J^ATG ( 0, B-l ) ); 
( x2. y2 ) = { ZWG ( 0, B-l ), jRiVG ( 0, B-l ) ); 

// a 1(1 'v° v « # 1 ft £L 

P(xJ.yJ) = P(xl t yl) + Q; 

J 

(x5 f y5) = (RNG ( 0, W-l ),RNG ( 0, ff-1 ) ); 

C = C + CorrelatePatch ( */, P, x3, >5 ); // t B f*} -ft 4 f f JJ 

} 

return { C f L); 



) 

[0 0 3 8] CC^^n ^7AO-fflt?H, Me a s u r 
eWatermark O/U— f^^/Wf^ J <t - 

s^/Ht* I icj; 9»5SSixSfflRliiifto«wi:KSH 
tt, ^■>'S:EL<»ffS-frSfc«)(c^lli Six 

9, ^rOlfitt, i: ify^/MI^ J fc*— 
*VM4^^^/HS-» I US ft*. J: LTt), 7=^ 

CorrelatePatch <D/\s— f-y|i, 
(x3, y 3) <75feg-C<ZV<s/>P fc^S^/uft * J £ 



[0 0 3 9] b. '<y^*>tfcfcH 

1 1 £{f-*§-f&#2 1 tOffiBB*av^yf L *» 

i 2 t«*a»2 2 t<onms.h, ^7^104^ 

a£^f+-f 5 d t lc J: Q jjm LX tfiv\ 

[0.0 4 0] '<v^<Dmamt:mih-t-z>xT v-fi 0 4 

40 [0 0 4 1] 
[»4] 
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(8) <&M 2 0 0 0 - 2 9 9 7 7 9 

13 14 
CorrelatePntch ( J, P, x, 3' ) { 

c = 0; // H iVj -fl *. teta-ft, 

for £ = 1 to B 
for J = 1 to JB 

c = c + c7(x+j >y 4-i) * P(;,i); 
return c; " -i. M M 4. J* ? 

} 



[0 0 4 2 ] :(D7'c ^7-k<E>— ffl5T'l4, C o r r e 1 
a tePa tch077>^*>3 MtR£ft,tls<>y 
fPt, iMtR^tbfctell (x, y) TKMSflfc-tiVt* 

m-r^o s^»-r*>9*vMia* urn**, 

MS^^CSfitol^ (x + j, y + i) IC&ItS 

121 5 ic^nfi^-f 7^7^14, xv^Hf-^tcj; 
iilSix5«BI»«*«c11Ma*S*i&tr*ft2 0 0<o*7 

^0)1**114* JLIB^^^/WS^Srflfeff-t-S^Jc^Kt 

[0 04 3] 15 «r#BRLT, ^7-^201 T'14, £L 

f^bl^yfOTJl, 3»tR1"So ^ry^2 0 3T' 
7°2 0 4T'il [r] $9 (a»848i:J:9 4i:5K'Vh 

2 0 3^ian o 

[0 0 4 4] r^T©'<y^as««SiXfc*fetf, *7 



— *5tlcj:ofcffi»cj:9afctfW;i*. #J;LI4, 7^* 

•lira* 4 a. 

[0 0 4 5] ^7^2 0 7T\ 7^*/Hf-^ I 

r £ -CMS = * h Ofi««:HtrJCfflff!12ir//XI4»rH^ 
Sr f? 5 TO 1-7 ^ * £ S« i" 5 £ 

^t»l:i*3JS*)5, ^7s/^2 0 8m ^&2 0 0 

50 B : VffMftfRfll 

40 *™ (S, U) £$g££ir, /^y y**— U*1h- /< 
-i:fit6 0 14, ^^^---7--{c. #^(75i 

D (identif ier) OSrSfM-rS. m&*—~r 
o D 

[0 0 4 6] 
50 [ft 5] 
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75 



PutWatermarh (T t O,S t R) { 

K = DigitalSignature ( O, S t R ); 
Im = /; 

Ap p ly Wa temux rk ( /m; K ) 
M = MarkID {K y W t H) 

} 
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II J-<i J 'It '± 



// ■> *- ?- IDE. 3 



[0 0 4 7] :cO/p 2^ A<0— fflX-Cli, D i g i t a 
ISignature (D/ls— it— "t— I D ( i 
d e n t i f i e r) O, >— ? b* — SRXJ^V^ 
^fc&fcf*;/ h -5r>7R£{£JB Ltzrisf/UV't 

fl#b^<CV\ =i f — I mte-rv^/Mf # I T'T'^Tio 
9 , ±i£ LfcApply Watermark 

>K, t^^/WM- I let 9*SixoMo«Wi«S 

**wBBi-5 ID (identifier) £^1% 
ib3ocoffif4 x t>^--^ i d i LT{fc#$*LT 
t>Av\ — ^—-^—^ jd (identi 

f i e r ) M^M^tS^-fyMa r k I D(C£ 9 

— tt, M^7y^Ay-<!r>^R^o/:Pu tWa 
te rma r k COil^ £ *-tC« 9 iSi - w <t fC J: 9 > TV 
$Mt^rl<D s ttl^tlttfc-f — ^ — ^ I D 

9 ii^JDco £ * — * — — ? ft- § i=3 t: e — £ i£T 

[0 0 4 8] — ^— ^ — ^«r«-aDUfc«* — 

T^v^/Mf^ I I m — ^--^-^ I 

D (i'dent it i er) M*:«ffi-S c 

^^r"-^— ^ ID (identifier ) M 

2. — ^— ^co^tri 
£ ^x^/Wf ■*§■ J v^MI # i eoiEfllfclg^T- 



^<&T**)5c ^IB«*— ^SgMtt, FR XFS XFO 
J: ^^^ix6 0 

[0049] FR = {fR } tf>K*li, K^^n^>lj^ 

5^fR tt^^^Mf^J (CJ: 9a^n5ie«<o»Sols] 

14, ^0 : lS^^xy^T^3gJ^F^co[Hllc^Pl^^ 

' 20 ^5*ift®ltrBljSfe, 5:t>*A. W. Pa e t hf "A F 
ast Algorithm for General 
Raster Rotation" Graphic 
s Gems, A. S. Glassner, ed., 

1 9 9 0?, 179-1 9 5m\zmm&ti-tz3#®m$£ 

[0 0 5 0] FS = {fS ) OfS#IL K»$n-5i®« 
fS tt-r^-Mt* J *?^^tbSU^^i|#^co^-7- 

-y ^^iza-jt-r*. Affiwjcii, sRtynt » 
jo o. oi^xj/yr^o. 9 5*»e>fii. os^t^ 

[oo5i] fo = {fo ) cornet, t&iztizmib 

^co^-^ir y hlC^ir^o A^W*-»4, ^Kiryh 
[0 0 5 2] [|6C0^7^7Ali, — 9— * — 2 

[0 0 5 31 ^^121 -eti, ajjn'ftftfisjssff^n 
50 4 Tii, mmztitzm^mfrmfcztitzmi&ft^'? zr- 
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5»«*r*£U *ttl2 0fc*7t5. 

Cfeec^TVaien^arfe ( J, M ) { 
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[0 0 5 5] 
lie] 



* /0 



IK, W t H) = M 
height 

for i = 1 to Z { 

if' = RNG ( 0, 2^1 ); 



//: £ Pal yy« ftfgk t fit *^ 
Jtn = SearchSpace ( J y ZWG); 

{ i ) = MeasureWalermarh ( Jm, £T, JT ); 



} . ■ 

sd = StandardDeuiation(cs t Z)\ II- 7>?*A «R1 ^ M£*M4i: 

for each if* fs fo) in Frx Fs xlFo { fl ?-f-?£ ?*) *' ^3 4- (fiJ^c*?« 

Jm = SearchSpace (J, (fnfsfo)) II -tr-f-SNJ *j?dbf& t ?# 3 
if MeasureWatermark ( Jm, W> H, K) > t* $d then 
return T?'ue; 

} 

return False; 



) 



[0 0 5 6] ^^^/u-b-^^KXVJRlBffcodwirKS 

HI*. ID (identifier) 

M#*bf# btl<5 0 Mea sure W a terma r k CD 
77>^ys>^ffl^T, 7 — ^ — > 

fflBSSc stt, 7 v^^(c^C5^~K ' XD^Sifftir— 

Itsd, ASWClte t I3 5-C&5, l^:fc^T/8^b*l 

So 

[0057] &ic s v-f-mmz&rtzmfotfm&^u 

^ $ ix-5 e Mea su reWa terma r k <Oj^—^- 
>as4#5£cDSHfe J micffilt, Hffit s d^Sfi^ 
^♦SKHaSriSLfc*^ Check Watermark 

<tSr^-Tfi£T r u e SriS-To t5t'4t^, v^ffi 
PHKlfcH-S^^ Ol^Co^TM e a s u r eWa t e 



rma r k(D/U- > t>migft Z> 0 Pallet!} 5 

^ofcS&^fCtt, CheckWatermar k^)7/ 
>^ > 3 >-(2 x lFal.se £jgi\ 
, [0 0 5 8 ] ry^/Hfv I tf-f'S^MM- 
40 J tCfi«F^<D — -v — ^#^s:2xT^5 <tW»rL 

(¥«) fcot^-c^fcfetf, **>*-^*{«MM:5fc«& 
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Z<D^Wi£iZ % Authenticate Ow 
ner (O, M) <D 7 7 > * > a > £ LTfl $ *i % C 
coy 7 >^ 3 >(1 ^ ^-t-OlCOl^T, ^(D^fi/f 

ta 1 S i gna tu r e W7 7>^'>3 
T5:liEi-6 Wtfci, PutWatermarkCfc 
»tS^ >«*^7-y^*sjDRiiiigtfct« Au t 

hent i ca teOwner (O, M) <07 7 is 

[0 0 5 9] D i. s t a n c e ( I , 

J) <D7 7 > ? 1/ 3 ^X~<fo v )^ :(D77>^->3y(t 

[0 0 6 0] 'H 7co^-?r ^7 -Mi, t^^m^ji: 

[0061] 777^131 T*li, W>«Att. "T^Tcd 
^^cr^-^-o (i) 2>><b, ti*inb<o*ti?ti<DV 

— $ ID (identif ier)M(i) ' 
t. tWM%%\ (i) *cJ:!9*S^5IRIiMft*r5ft 
^x^l 3 2T'li, #«Ati, -tnbGM^O 
^--■T—O (i) 9^), ^v^/Mf-^ J iZfrtihm^ 

-O (i) dfcfU tfc^cO;*— MfclCO^T^ 
— A £fEI6-t5 0 ItUi, ±i£LfcCh e c k 

Wa terma rk (J, M (i) ) £077>^'>3y 
£^T»j£*Ifi£-Cfc5e 3 3m WWlA 

fi. "7— O (i) CD?^, fatlb<D 

-Ztl^tMDV * — — ? IOddentifie 

r) M (i) ^h^htlh^i^^^^ >K (i) £!E * 
Arbitrate ( ef, O, I, 2/n, Af , a ) { 
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*»t-*4v^-t-o (i) t*f ^^co^r-^-jg 
telco^Tco^ L — * (Sffif) ^^to 0 mii, A 
uthent icateOwner (O (i) , M, 
(i) ) 077 >^ >«rffl^Tia^ISTfc5 8 * 
777*1 34T'|j:, tt«AI4, ^P,fl^ifi<0jj--- 7 ~- 
O (i) <Db*D, i&<D\,^1 x tlfa<D&^q><Dz-—-)---0 
(j) O*;*— * — ^^L(Cli7CC7)^v?^yWf * I 

Sr£KT£<tuva-— 7--0 (i) ic*tu tfc^eo;*-— 7- 

JO 7 1 3 4fi % ftiico^^^co^--^-— co^^- — ^— ^-^ 
^i:^A/t'^67^^Wffl: s 1 £U:Ofi^ 

^<bfi\ ^<b^< — ^— ^trf+itfcliffco^— 
■7— Tt'lt?^ *6O-r-<T^)«**(0aJ-— 7-— co?*-^ 

[0 0 6 2] • co^fefi^ 7-— 60 9 *>fc^ 

[0 0 6 3] Jbii LfcZfrft 1 3 0 CO— Hig^Jfi, J^TcO 
SBt-li, #^~^— ^Tcco^^^/Wf # I <3tr^— ^ £tt 

[0 0 6 4 ] 
50 [ft 7] 



foT £ = 1 to a { 

if CheckWatermark{ J, M{t) ) is False or 
CJierkWatermarfc(Zm(i), Af(f) ) is -Faise or 
Distan.ce(/(0. J) > VMAX or 
Du?fcance(Jf7»(i), J) > DMAX or 

Authenf icateOM/ner( O(0. Af(0 ) is False then Rejects O(0 ); 

J 

for each O(t) not rejected { 
for eacb 0(/) not rejected { 

if <j*f) and CheckWatermarW /m(i), Af 0) ) is True then 
exit loop; 

} 

itcccpt( O(0 ); 



[0065] Arbitrate =r 



50 



s (identifiers) M^rgttSJ^o ^<7^ — 
a tt, ^ c l 3 CO^-7--coftT'fc6o "for" O 



-11- 
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/U-ZT'IZ, ±j&Ltz*ryy 1 3 2 t 1 3 3£3l*fU 
4fc, ^bnT^o7y^/MI # J £r7G<D&t>*^ — ^ £ 

*»*rW»i-S. "for each" JbiS 
Lfc^T^^l 3 4 ZMft-TZo Reject (O 
( i ) ) Oyu— ^>f4, ^o^-t- - i Sr-tixa*%iSt 
Lftv>£ 9iCj#T<5 0 Accept (O ( i ) ) CQyU-. 
^>tt, ^CD^T-— 7"— O (i) ^xv^Mf J (Dm$E 

[0 0 6 6] ZtDXllzm^tlto&Jy&l*^ A r b i t 
r a t e O^-f >^ffi^6»iA^^^t-t 

o e #J;U4\ tt-t-— O (i) i:oPtn-^--7- 

*ID (identifier >M(i) *S»t8tofc 
4 5>li, * ^ MA f2>~ tv'^W >K£r§| # fcB 
t&co-fi/ 2 Mt ^\z^t <OJr— *f— co $ ' * — * — v - ^ r* 

14, fv?^ W>SrJg4H^-fyCfc5p i g 
italSignature Srffiofcft#l!lfiW^*5l^ 
Tffl^Tfc«fcl\> ::<Z>«<g\ 7 f > ? *A'1r^:/f4, 
Authent i ca teOwner (O, I, M) <D 

•7T>?*/3><Dtz#>\zh £ tuft ttm* ft <b ft i\ 
■Xli*9*otiUTt. *Oft«A-e$^.ttfflT#ft 

c. gsm^s 

*5«tsyb h^aTSr^tpa-frft^ffi-ejtastL*. h 

8*4. *3BWo**ft««**a"t5«>i^i^ix6A 

CPU4 2J4, 3>-fc e ^ — 

hP-/M 3 ft. =*— K-^ 
^7^C0 J: 9 ftAffl^^^-Y * 4 4— CD-f ^$7 — 7 
frffto R AM 4 5 (4, '>77 L M,7^^^T ?±7**: 
V (RAM) T&3 0 .ftffsi' hn— /U4 614, IESKt 1 
-3^>^-f**, *iM4*K*(DJ:9ftE«iB;i*:«r4tf 

(4, ^i/-r^>^y^f A, ^-7-fy7>f, 
7yy7-y 3 >-ic^1-^?i^(D^D ?7M>$:tm-tZ> 

> h n— /U4 8 f4, -r-f 7-7~\s4 "f/<^ 7 4 9 ^<?M > 
*^^rtt^«t5 4AA7^^T-feS^*ttf/< 

-r^s \ ^(n>(>?7 7^m-r 0 t* ] j h& 
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-/^5 2f4, -< >^ y h7*V >?<D£ iftHS*^ 
<< 7X'£>Z>yV >? J TS<4 7 5 3 ^(D4 7^ — 7$; 

m-to 

[oo6 7] m^<om^mxn. •t^xo^mtei/XT 

■ J*=J>7#—*> h *4/ 1 £l±<D'mm'<7&%;i-S<7 4 1 

W88!SixTi^6 0 #J;U4, v^*$>£ i SA/<7/:(j^ 

yt/^vtv- ^ <b£>5 0 tect)VESAo 

^T*f4ftU\ 

[0 0 6 8] *«WO«-erft««fcjta-f*oicig:.Kt 
$n^mt^l4, Mnyy^y^yK 1 J^±60 
ASIC (»£/fl&Afr*flt[Ei2g) , StZ/X^n^ 
9AW»^Diry*ft^tp**ft>8fe-C*a**t-&=i> 

'20 t<m9L£tiz>mm*. ^m\ct^xmmx^tj:^\ m 

*.*4, *»WSr*Hi-SO«C!e:«tSix5»f^f4, 

4 7 JCSar^tL, R AM 4 5 (C ^ t° — £ tl^ C 
PU42CJ: f9»tT$Jx6ffi^0^p^7^Jc4oT, 
□ yt 8 a-^y^7A4 0 CO J: 9 ft =3 > fa- ^ 

A*^*5^r»T , 5TilB-e*>S. ft«tit4, 7^ 

. ^ K^-Y^<(t LXtobtiZ? 4 7*<D7W7 

[0 0 6 9] 9^V7^x7{i ^7-7*, . 

Ojl)^^^^tr^-<^ H 7 Acr>^<— 7s<^ h'Xte&lEZ 

fttt«cJ:9»ttSn5. *«WO#*ft«fttt, 4 

y (ROM) ^RAMOl^47t-^l:M^axfc7' 

[0.0 7 0] JL^±, **W*r»5e<OKtt»»(co^T» 

^<fc*5, *«Wf4c tib^ps^n:^ i boT^4ft< % 

40 !i?R(DgG[a^ia^ Lft v ^pfi 9 fdico^^ ftHlS^ffitcigffl 
[0 0 7 1 ] tf'J;U4\ ±3jSLfcSMK»tt-Cf4, ^y^<0 

fcvmtxi&^tztiK =ft«*vM4R»«Eje*-eft< t 

*f^»^)±t*:-Cl4ft.< , ^J^LI4\ (^imoit 1 ^^ 

[0 0 7 2] *ftfflknc>1z*><o 9 
.50 [^®Of55*tiftgft0JU 
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[13 2] 2A-2DI1 4 OOO?^ ^^O^B&ElT- 

I El 3 ] x^^/ufi-^^S^iJ*^ (loco) 0¥-&}'< 
77 (4OW0f^<^f(7)9* 3 F I G. 20601,0) 
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[U7] ^s^/ufM-KiJ: ^^^n-SUteco^lilcM 

70 7^iT*fo5o 
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